
Keystone’s comprehensive and holistic approach 
to Identity and Access Management (IAM) is the 
most sophisticated, fine-grained authorization and 
access control solution on the market. It provides an 
abstracted layer of security web services, unifying 
silos of authentication and authorization sources 
throughout an enterprise.

Keystone is highly flexible and simplifies the 
administration and management of IAM. It is 
built to support complex and in-depth audit and 
security compliance requirements by approaching 
authorization management across the enterprise 
and down to the most granular level. Using plug-
in integration architecture, Keystone performs with 
existing IAM tools and infrastructure, ensuring 
enterprises of all sizes maximize their IAM 
investments.

Keystone offers solutions for:

Regulatory Compliance•	

Fine-Grained Authorization Management•	

Enterprise SOA Security•	

Enterprise Single Sign-On•	

BiTKOO’s Authorization Management Engine 
for Enterprise Policy Administration, Decision and Enforcement

Key Features:

BiTKOO patent pending •	
technology - Federated 
Authorization

Any-grained authorization and •	
access control 

SOA security •	

Intrusion detection and •	
protection 

Single sign-on with any third-•	
party platform 

Delegated administration •	

Segregation of duties •	
enforcement 

Disconnected mode •	
authentication support 

High performance caching •	

Graphical conditional expression •	
builder based on business rules, 
supporting dynamic rules and 
complex attributes 

Robust reporting •	

User request for access•	

Application-specific or enterprise •	
installation options

Broad platform support (Java, •	
.NET, .NET Compact Framework, 
Delphi, COM) 



Keystone empowers enterprises with comprehensive controls over data and 
systems access.

Simplified and holistic authorization management •	
Consumable set of IAM services for rapid, consistent, auth/auth coding ––
Federated identity ––
Removes redundant authorization policy data and inconsistencies in policy interpretation ––
and enforcement 

Time and cost savings •	
Standards-based framework provides significant cost/time savings in application ––
development 

End-to-end security for regulatory compliance •	
Audited events for every transaction/workflow type ––
Improves unified compliance across applications––

BiTKOO’s pioneering approach to authorization management has positioned 
Keystone as a leading IAM solution.

Externalizes authorization management from applications•	

Serves as the “bridge” across the gaps in existing and disjointed IAM-related systems and tools•	
Plug-in architecture interoperates with any third-party infrastructure component, able ––
to consume authentication from any source and report on any user action for consistent 
compliance management

Approaches the management of authorization and •	
access intuitively and dynamically, reflective of real- 
life use cases 

Policy-driven rules––
Support for disconnected mode––
Robust reporting and forensics down to a granular ––
level 

Simplifies administration across the enterprise with an •	
easily manageable solution 

Shortened implementation timeframe•	
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To find out what leading 
analysts think about 
BiTKOO Keystone, 

contact info@bitkoo.com 
or call (888) 4BiTKOO 

(818) 985-4700

For more information,  
visit www.BiTKOO.com


